Ascentis HR Self-Service
Setup and Security Guide

AsScentis.

Last updated 3/19/2010 version 8.0.2



Introduction
You can rapidly set up Ascentis HR Self-Service and secure your IIS (Internet Information Services) web
server in a short amount of time as follows:

STEP 1: Check that you have the prerequisites installed.

STEP 2: Check Windows Update for service packs and hot fixes. Allow it to install the Windows
Automatic Updating feature.

STEP 3: Run the Self-Service setup program
STEP 4: Run additional configuration changes within IIS.
STEP 5: Configure SSL on your Web Server

Each step is described in detail on the following pages. By following these suggestions and instructions
for installation, your Self-Service installation will be successful and your web server will be protected by
multiple levels of security.

STEP 1: Prerequisites

Ascentis HR Self-Service setup must be applied on a machine running Windows Server 2003 or 2008
with lIS (Internet Information Server) 6.0 or later, .NET 3.5 Framework, and ASP.NET AJAX Extensions
1.0.

A SSL certificate is required for Ascentis Payroll users, while optional for all other users.

Note: If you install IS AFTER the .NET Framework, see Microsoft article Q306005 at
http://support.microsoft.com/default.aspx?scid=KB:EN-US;q306005&.

STEP 2: Create the Data Source
Note: This step can be skipped by Ascentis Payroll Users. Proceed to Step 3.

Before you run the Ascentis HR Self-Service setup program, you must first decide whether you want to
make the application available to users from outside your companyé internal, corporate network or
whether it will also be available outside the network.

If you wish to make Ascentis HR Self-Service available only to users with access to your company®
internal, corporate network you can simply run the Ascentis HR Client Setup on the web-server on your
intranet that will house the Ascentis HR Self-Service application, and then proceed to STEP 3. See the
Getting Started Guide for more information on running the Ascentis HR Client Setup.

Note: Running the Ascentis HR Client Setup on the web-server that will house the Ascentis HR Self-
Service application, on your internal corporate network, is the preferred method for creating the DSN
when you do not want to make Ascentis HR Self-Service available remotely via the Internet. The rest of


http://support.microsoft.com/default.aspx?scid=KB;EN-US;q306005&

STEP 2 below only applies in situations where you have a firewall between your Internet web-server and
your SQL Server and therefore cannot run the Ascentis HR Client Setup to create the Data Source.

In order to make Ascentis HR Self-Service available to users remotely via the Internet, you will first need
to manually create a system Data Source Name (DSN) that will allow Ascentis HR Self-Service to

communicate with the Ascentis HR database.

To create the System DSN manually, click on Start > Run. Type in fliodbcad320 and press the OK button.

2/

.@ ODBC Data Source Admimstrator

Lgzer DSM  System D3N ] File DSH ] Driver&] Trau:ing] Caonnection F'u:unling] About ]

Swztem Data Sources:

M ame | Driver | Add
HROFFICE SOL Server

Bemove

LConfigure...

il

An ODBC System data source stores information about how to connect to
the indicated data provider. A System data zource is visible to all users
oh this machine, including NT services.

ak. Cancel |

Create MNew Data Source

Select a driver for which you want to zet up a data zource.

Mame

Microgoft ODBC for Oracle
Microsoft Paradow Driver [F.db ]
Microzoft Paradou-Treiber [*.db )
Microzoft Test Driver [* tet; *.cav]
Microsaft Tewt-Treiber [t " cov]
Microzoft Yisual FoxPro Driver
Microzoft Yizual FoxPro-Treiber

| >

N N LU R S S Y

Cancel

| Firizh |

Select the System DSN tab,

and then click Add. to

open the Create a New Data
Source window.

You should now see a list of drivers
to choose from on the Create a New
Data Source window.

Select the SQL Server driver and click

to open the Create a

New Data Source to SQL Server
wizard which will

guide you through the creation and
testing of your new DSN.



Microsoft SQL Server DSH Configuration

This wizard will help you create an ODBC data source that you can use to
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The first dialog in this wizard requires
you to specify a name and description
for the DSN

you want to create, as well as the SQL
Server you want to connect to.

In the fiName:o field, type in
AHROfficeo.

In the ADescriptiono field, type in
fiAscentis HR Databaseo. In the
fiServero field, specify the SQL Server
that houses your Ascentis HR database.

Click |__H=#t> |0 continue

Next, select the authentication

method you would like the DSN to use.
The wizard will select

fiwindows NT Authentication, and check
the fiConnect to

SQL Server to obtain default settingsé o
option by default.

Click |I__H=#t> | to continue

Check the fiChange the default database
to:0 box and select the AHROfficed
database from the list of available
databases.

The fiUse ANSI quoted

indentifierso and fiUse ANSI nulls,
paddings and warningso boxes will be

checked by default Click |__t=#t> | to
continue to the final dialog in the wizard.



ﬁl Ascentis Employee Self-Service Setup

Welcome to the Ascentis Employee
Self-Service Setup Wizard

This installation requires Microsoft.MET Framework 3.5 5P1,

The Setup Wizard will install Ascentis Employee Self-Service
on your computer, Click Mext to continue or Cancel to exit
the Setup Wizard.
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On the final dialog, simply accept the

defaults and click to

complete the creation of your new data
source. A new window will open up with
a summary of your settings and the
option to test that the data source can
successfully connect to the Ascentis HR



